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o software vulnerabilities

e usually discovered too late (i.e., after software delivery)
@ goal: tools to help detect and neutralize vulnerabilities

o statically (i.e., during code review)
o dynamically (runtime validation or testing)
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software vulnerabilities

usually discovered too late (i.e., after software delivery)

goal: tools to help detect and neutralize vulnerabilities

o statically (i.e., during code review)
o dynamically (runtime validation or testing)

interesting vulnerabilities < exploitable vulnerabilities

@ user supplies specific inputs

@ follows the required structure for the inputs

© exploits unspecified (not envisioned), but accepted, input
values

@ activates vulnerability condition

@ use taint analysis
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Taint Analysis

@ determine, at each location in the program, which variables
can be influenced by user input
@ static taint analysis (e.g.: Parfait - Sun Microsystems)
e exhaustive
o false positives
@ dynamic taint analysis (e.g.: Dytan - Georgia Inst. of Tech.)
@ precise
o limited to executions being analyzed (false negatives)
e cannot take into account control dependencies

Objective: build exploits for possible vulnerabilities
Problem: we don't really know which input taints the variable (or

how the taint has been propagated); we only know that it's
tainted.
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Sendmail - buildfname

void buildfname (char *gecos,
char *buf) {

char *p;

char =*bp buf ;

for (p = gecos;
&& *p && *p
if (xp == 2&’) {

strcpy (bp, login) ;

*bp toupper (*bp) ;

while (*bp ’\0?)

bp++;

else {

bp++;

*bp

char =*login,

J J

= "\0’ && *p

}%};

*p s
p+t+t) {

= ’ 1=

) .
>

/* BAD */

= *p; /* BAD */

}
*bp

’\0”; /* BAD */
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1‘ gecos,

2| char *p;

3| char *bp = buf; . .

4 for (p z gecos; *p != ’\0’ && *p l= 7,7 Analyzm.g.the first
B *p = 050 & *p 1= %’; p+s) vulnerability (label 6):

5 if (xp == 2&’) {

6 strcpy(bp, login); /* BAD */

7 *bp = toupper (xbp); An execution in which

8 while (xbp != ’\0’) labels 1, 4, 12, 6 are

9 bp++; found, in this order,

10 } else { represents a way of

11 bp++; tainting bp because of

12 *bp = *p; gecos.

13 }

14 %

15|  *bp = ’\0’;

16| }
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1

w

gecos,
char *p;
char *bp = buf;
p = gecos
if (xp == ’&’) {
strcpy (bp, login);
*bp = toupper (xbp);
while (*bp != >\0’)
bp++;
} else {
bp++;
*bp = *p;
}
}
*bp = ’\0’;

}

/* BAD */
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Analyzing the first
vulnerability (label 6):

An execution in which
labels 1, 4, 12, 6 are
found, in this order,
represents a way of
tainting bp because of
gecos.
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1

w

gecos,

char *p;
char *bp = buf;
p = gecos

if (xp == ’&’) {
strcpy (bp, login);
*bp = toupper (xbp);
while (*bp != >\0’)

bp++;

} else {
bp++;
bp = *p;

/* BAD */
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1

w

gecos,
char *p;
char *bp = buf;
p = gecos
if (xp == ’&’) {
bp
*bp = toupper (xbp);
while (*bp !'= ’\0’)
bp++;
} else {
bp++;
bp = *p;
}
}
*bp = *\0’;

/* BAD */
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Analyzing the first
vulnerability (label 6):

An execution in which
labels 1, 4, 12, 6 are
found, in this order,
represents a way of
tainting bp because of
gecos.
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Proposed Approach

@ taint dependency calculus
o formal type system
e partition between tainted and untainted variables
e applied to typical imperative language

@ taint dependency sequences (TDS)

e extend initial calculus
o explain why variables are tainted (extend the type system with
additional information)

@ propose metrics to characterize TDS in terms of
"dangerousness”

@ use these classifications to obtain validation objectives
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@ Introduction

© Taint Dependency Sequences
@ Taint Dependency Analysis
e TDS Calculus
@ Vulnerability Detection

© Towards Validation Objectives
@ TDS Metrics
@ Sendmail Case Study
@ Experiments

@ Conclusions
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Taint Dependency Analysis

@ type system (two possible taint types: Taint = {T, U})

e TDS (Taint Dependency Sequence): a sequence of program
statements which must be executed in a specific order
for a variable to become tainted

@ each TDS corresponds to a set of possible runtime executions

e TDS =< h,..., I, > (a sequence of program labels)

app : Labels x TDS_Sets — TDS_Sets
app(l,\) ={< p,I >| pe A}
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TDS Calculus

@ environments for each statement:

I: Name — Taint
A : Name — TDS_Sets

@ order between taint types:

T<U
M <Te Vxli(x) < M(x)

@ combine taint types (®):

T® x=T U® x=x XQ y=y®x
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TDS Calculus Invariants

@ judgements:

MNakc: T’
MlFe:T

@ invariants:

Invy : T(x) =
Inv, : 7=U
Invs: ¢ =10

AoFc:N
Abe: )
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TDS Calculus for Assignments

llx = get();

Ay = get O ANFEe -\ ANEe,: X\,
ilf[.(}.“; 0 { /\I—op(el,...,e,,):.U Aj
5/} else { i€l.n

6 = ;

7}2 Y ANFe: X

gelzl = ... N o E (1) x = e Nxapp(i,2)ud]

@ consider the following mappings at label 6:

Ax)={<1>}
Ny)={<2>}

@ the mapping for z (only data dependencies) after label 6 will be:
ANz)={<1,6>,<2,6>}
@ tainted condition = ¢ =< 1,3 >: we also add the control dependencies
ANz)={<1,6><2,6><13>}
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TDS Calculus for Conditionals

llx = get();

2ly = 0; AFe: A

z i ([X >] 04 N = N[{x — app(l,\) UNA(x) | x € Ass(c1) U Ass(co)}]
5|} else { N,¢U app(l,\) - cr: M

6| y = 100; N,pU app(l,\) F ca: Ao

7otlyl = N = {x — A (x) UNy(x) | x € Name}

8} N, ¢ = (1) if e then c; else cp: N

@ classic taint analysis (control dependencies are added after the conditional
block): A(y) = 0 after label 6 = the array access at label 7 would be
considered safe

@ actually the value of y is influenced by the user (inside the conditional
block) through the tainted condition

@ we take into account the taintness of the condition by recomputing the
values of ¢ and A
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TDS Calculus for Loops

Fo, (1) while e do c: T’
No, ¢ b (1) while e do c: N

e compute I';,;aF ¢ : ;41 (only for data dependencies) until a
fixpoint is reached

@ let n be the number of iterations for finding this fixpoint

@ rewrite the while statement using nested conditionals:

if e then
while_if (e, ¢, n) = Js;ewshk'f-f,"f(e’ ¢n-1) n>0
skip n=20

e compute Ag, ¢ - while_if(e,c,n) : N

@ compute [’ based on the mappings in A
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TDS in Practice

D

Target
program

TDS
computation

TDS sets

Vulnerability
patterns

writing to a tainted
buffer

writing to a buffer

at a tainted index

sensitive functions
(i.e., strepy)

@ conservative approach: a TDS is associated to a variable only if the
variable may be controlled through user input

@ important additional information for loops (a lower bound on the number
of iterations required for taintness propagation)

@ provide validation objectives < execution paths which must be verified
(i.e., during code review/testing)

ensitive cause sequences
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© Towards Validation Objectives
@ TDS Metrics
@ Sendmail Case Study
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TDS Metrics

@ TDS sets for vulnerable locations < validation objectives (all
other possible execution paths are input-safe)

@ classify the non-safe execution paths according to
"dangerousness” ([Le et al.,'07]):
e size:
@ long TDS - input data modified many times before being used
may be incorrectly sanitized ([Nagy et al., '09])
@ short TDS - input data used after only a few accesses may not
be sanitized at all
o differentiate between tainted sources (assign degrees of
confidence for the input sources)
o structure of the dependency chain (combine data and control
dependencies)
number of loop iterations
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Back to Sendmail - buildfname

Input: [ ]
Vulnerable: -

8: p = gecos
9: while(*p '=0 && *p 1= "
&&*p ="' &&p 1= '%')

[F— ¥
[23: *bp = "0 [13:if(*p ==&

- —
[19: bp++|  [14: strcpy(bp, login)]
¥ ¥

[20: *bp = *p| [15:*bp=toupper(*bp)]

—
[16: while(*bp I= \0)]
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buildfname TDS

@ zoom-in on vulnerability 14 - TDS computed for bp in 2

iterations:

source | data | control only with 9 (13) | control with 16 | #TDS
login 2 0 2 4
gecos 1 18 6 25
#TDS 3 18 8 29

@ source => 4 TDS for login and 25 for gecos
@ metrics = 4 distinct groups:

© data dependencies with login

@ data dependencies with gecos

© control dependencies with loop 16 ("inner” loop)

@ control dependencies with loop 9(13) (“outer” loop)

o allow the developer/tester to choose which classes to focus on

Dumitru CEARA, Laurent MOUNIER, Marie-Laure POTET 19/25

ependency Sequences: A charact n of insecure execution paths based on inp! tive cause sequences



buildfname - TDS class: "control dependencies outer loop”

TDS computed for bp before statement 14:

Input: [ ]
vaneravie: I A gecos value leading to a

sufficient number of iterations of
’ loop 9 for overflowing bp: 18

9: while(*p =0 && *p 1= ;' TDS.
&&*D 1= && D 1= %)

Fa— ¥
[23: *bp ="\0] [13: if(*p == '&)]
——

19:bp++|  [14:strcpy(bp, loginy] | TDS examples: <1, 8, 11, 9,
[3 v
|20: *bp = *p| [15:*bp=toupper(*bp)| 13> <1, 8, 9, 13, 17>
¥

e
[L6: while(*bp = "0Y]

—_
[11: p++] [17: bp++]
| Lsliag ]
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Implementation - STAC

o STAC!: plug-in for the Frama-C platform (targets C programs)

@ extend the language handled by the described type system
without invalidating the taint invariants:
o handle pointer aliasing (simple inter-procedural points-to
analysis)
o deal with composite structures (arrays, structures, unions):
consider them as coarse-grain objects
@ perform intra and inter-procedural analysis:
o compute (taint and TDS) environment summaries for each
procedure
e context sensitive inter-procedural analysis (recursive and
mutually recursive procedures are dealt with as fixpoint
computations)

http://code.google.com/p/tanalysis/
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@ Conclusions
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@ Taint Dependency Sequence Calculus:

o fine-grain taint analysis (both data and control dependencies)
e explicit representations of the dependency chains from input
statements to potentially vulnerable statements

@ useful component in a more complete vulnerability detection

platform
Test generation
b Selection of
Target DS TDS “dangerous" Dynamic Analyses
program computation classification execution paths
(code to be further
analyzed) Static Analyses

Vulnerability
patterns

23/25

ive cause sequences



@ improve the prototype implementation (scalability,
performance)
@ TDS application

o find inputs which activate a potential vulnerability (guide
execution along specific TDS)
e dynamically (i.e., guided search)
e statically (i.e., symbolic/concolic execution, wp-computation)

Test generation

B Selection of
Target DS — TDS "dangerous” Dynamic Analyses
program computation classification execution paths.
(code to be further
analyzed) Static Analyses

24/25

€ cause sequences



Thank you for your attention.

Questions?
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